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The “Dual Use Research” Issue 

How to prevent good science being put 
to bad use…. 
 
Long recognized to be an issue in 
nuclear physics and computer sciences, 
but life sciences research has not 
figured prominently previously in 
considerations of national security.  



The Concept of 
“Dual Use” Research 

  The “Fink Report” of the 
National Research 
Council of the National 
Academies (2004) 

  “…the same technologies 
can be used legitimately 
for human betterment 
and misused for 
bioterrorism.” 

 



  2006 report of the National 
Research Council of the 
National Academies 

•  Advances in the life sciences 
will inevitably create new 
opportunities for misuse, both 
purposeful and unintended. 
The technologies are widely 
dispersed, readily accessed, 
and increasingly global. 

 

“Globalization, Biosecurity, and the 
Future of the Life Sciences” 



US Government Response 

  New biosecurity measures are warranted 

  Established the “National Science Advisory 
Board for Biosecurity” (NSABB) reporting to 
the Secretary DHHS in 2005. 

  NSABB charged with recommending a 
framework for efficient and effective oversight 
of federally-funded dual use life sciences 
research.  

  Directed to consider both national security 
concerns and needs of the life sciences 
research community 
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NSABB Ex officios 



Initial NSABB Charges 

  Criteria for identifying dual use research of concern 
 

  Framework for oversight of dual use research 
 

  Guidance on responsible communication and 
dissemination of dual use research results 

 

  Guidance on a code of conduct for scientists and 
laboratory workers in life sciences research 

 

  Recommendations on education and training in 
biosecurity issues for all scientists and laboratory 
workers at federally funded institutions 

 

  Strategies for promoting international dialogue on 
dual use research issue 

 

  Other issues as assigned (e.g., biosecurity concerns 
related to synthetic genomics/biology)  



2007 Framework for Oversight of 
Dual Use Research of Concern 

 
  Steps in the local oversight of 

DUR 
  Criterion and guidance for 

identifying DUR of particular 
concern (DURC) 

  Tools to assess and manage 
the dual use risk associated 
with certain research 

  Tools for the responsible 
communication of research 

  Responsibilities of those 
conducting life sciences 
research  

  Code of conduct for dual use 
research 



DUR vs. DURC 

  Dual use research (DUR) = legitimate research 
that yields information or technologies that could 
be misused for malevolent purposes  

  Goal is to identify the subset that has highest 
potential for generating information that could be 
readily misused = DUR of concern (DURC) 

  A further subset of DURC in the life sciences is 
the focus of the recently proposed oversight 
policies that require institutions to assess and 
manage the risks posed by this research 



Dual Use Research of Concern  
(DURC) Defined1 

“Life sciences research that, based on 
current understanding, can be reasonably 

anticipated to provide knowledge, 
information, products, or technologies that 

could be directly misapplied to pose a 
significant threat with broad potential 

consequences to public health and safety, 
agricultural crops and other plants, 

animals, the environment, materiel, or 
national security.” 

1 United States Government Policy for Oversight of Life Sciences Dual Use Research of 
Concern, March 29, 2012.  Also, Proposed USG Policy for Institutional Oversight of Life 

Sciences Dual Use Research of Concern, February 22, 2013. 



Dual Use Research vs. Dual Use 
Research of Concern (DURC) 

    
  But, who should make this assessment?  
  How will background and experience influence 

the outcome of any risk assessment? 
  Relatively few life scientists believe that DURC 

is a real issue, at least not as related to their 
science. 

  The public’s perceptions can be very 
different…. 

 



Reconstruction of the 1918 
Influenza Virus - 2005 



Reconstruction of the 1918 
Influenza Virus - 2005 

Philip A. Sharp  
Science  

Vol. 310, 7 October 2005 

“I firmly believe that allowing 
the publication of this 

information was the correct 
decision in terms of both 

national security and public 
health.” 

 



Reconstruction of the 1918 
Influenza Virus - 2005 

Ray Kurzweil and Bill Joy 
 New York Times 

 October 17, 2005 

“This is extremely foolish. 
The genome is essentially 
the design of a weapon of 

mass destruction.” 



Modeling an attack on the U.S. 
Milk Distribution System - 2005 



Adaptation of High-path H5N1 
Avian Flu to Mammals - 2011 



Key Elements of NSABB’s 
Approach to Oversight of DURC     
  The potential for DURC exists throughout life 

sciences research.  
  Primary responsibility for recognizing dual use 

potential rests with the PI.   
  Recognition that research is DURC does NOT 

mean it should be stopped, but there must be a 
plan to manage it responsibly and communicate 
results appropriately. 

  To the maximum extent possible, there should 
be no restrictions on the free flow of information 
from life sciences research. 

  
 



    
  DURC is an international issue that demands 

an international approach. 
  Scientists must cultivate and sustain a culture of 

responsibility, accountability and safety! 
  Institutions (esp. institutional leadership) must 

promote this culture of responsibility and 
awareness of the dual use issue. 

  Personnel reliability is best managed at the 
local institutional and not the national level. 

Key Elements of NSABB’s 
Approach to Oversight of DURC 



  Assess his/her own research for dual use potential 
 and report as appropriate; 

  Stay abreast of literature, guidance, and 
requirements related to dual use research, and 
particularly Dual Use Research of Concern 
(DURC);  

  Ensure that his/her lab personnel are able to 
identify DURC and manage it properly; 

   Conduct research responsibly, especially research 
that may meet the criteria for DURC; 

  Give thought as to how the results of such research 
should be communicated to others, including the 
public;  

  Be alert to potential misuse of research. 

PI Responsibilities:  
Dual Use Research of Concern 
 



UNC’s Approach to Managing  
Dual Use Research of Concern 
    Educate its workforce regarding DURC. An 

online training module has been developed. 
   PI and UNC’s Institutional Biosafety Committee 

(IBC) and EHS Biological Safety Section identify 
research proposals submitted to UNC’s IBC that 
meet the NSABB definition of DURC.  

   If a protocol meets the criteria for DURC, a risk 
assessment is done and a mitigation plan is 
developed. Further safety measures may be 
taken or if necessary the protocol may be 
revised or retracted.   



USG Policies on  
Oversight of DURC 

   Federal oversight policy issued March 29, 2012 
  Establishes periodic review of USG funded or 

conducted research with certain high-consequence 
pathogens and toxins for its potential to be DURC in 
order to mitigate risks where appropriate 

  Proposed policy for institutional oversight of DURC issued 
February 22, 2013 
  Formally delineates the roles of institutions and 

investigators in identifying DURC at the local/
institutional level 

  Public comment being sought before the proposal is 
finalized 

 



Proposed USG Policy for DURC 
Oversight by Institutions 

  Institutional Contact for DUR (ICDUR) 
  Institutional DUR Review Board (? IBC) 

– Verifies that research is within the scope of the 
policy: 15 select agents and toxins… 

– Applies DURC definition: 7 types of 
“experiments of concern”… 

  For research falling within the scope and 
judged to be DURC: 
– Assess the risks and benefits of the research 
– Develop and implement a risk mitigation plan 

for the DURC 
– Report to NIH 

 



Challenges for Institutions in 
Meeting the Proposed Policy 

  Building awareness and educating faculty and 
staff about DUR and DURC. 

  Establishing local policy and schedules for 
DUR reviews (more frequent than IBC review?) 

  Ensuring sufficient expertise available to 
ICDUR and institutional DUR review entity. 

  Increased faculty time and effort devoted to 
research compliance. 

  Regulatory issues: additional institutional 
reporting requirements. 



Managing DURC:  
NSABB Tools 

  Considerations in Identifying 
DURC 

  Points to Consider in Risk 
Assessment and Management 
of DURC 

  Points to Consider in Assessing 
the Risks and Benefits of 
Communicating DURC 

  Considerations in the 
Development of a 
Communication Plan 

  http://1.usa.gov/13qbsIX 



Questions? 

 
 


